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(54) ELECTRONIC DATA PROTECTION SYSTEM 
(57)Abstract: 

PURPOSE: To execute only software which is stored in 
a regular medium and permitted by giving the medium a 
medium characteristic number and giving the medium 
characteristic number the permission for the execution 
of the software. 

CONSTITUTION: This system is provided with the 
medium 1 stored with ciphered electronic data 14, the 
medium characteristic number 1 2 characteristic to the 
medium, and permission information 13. On a permission 
side, a medium characteristic key based upon the 
medium characteristic number 12 is generated and the 
electronic data deciphering key for the ciphered 
electronic data 14 which are permitted with said medium 
characteristic key is ciphered and written as the 
permission information 13 on the medium 1. On a user 
side, the medium characteristic key is generated 
according to the medium characteristic number 1 2 read 
out of the medium 1, the read permission information 13 
is deciphered with the medium characteristic key to 

generated the electronic data deciphering key, and the ciphered electronic data 14 are 
deciphered with the electronic data deciphering key to obtain the original electronic data. 
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1 

et^bLm^bm^bx-^ (i4), s«K#a«r 
(12) axxmrnm as) 

fttS«-ecojBE# (1) <0-#ojaEft:B*-#-8- (l 2) 

mS^Stf-frfbVHfcf*-* (14) <OttW?—#QL 
*««r*HWbUT±iaK* (l) tefrtWWI (13) t 70 

«ffl«-CJ:eB««: (1) *»&R*&A/^fMH*«* 
(12) firt>j:^KflcB4rii«:£AU r^^@^r«i 

^^oXK^Ayfcff^tfffi (13) tt^l 

•toTR*aA/fc'i*-)Mt;**ft7*-^ (14) 

i»*3S2] jiisio^jftft: (i) fc*Mfrt-6#-JHb« 
^Hb^-* (14) ttfc»/j^*^fb^-***«*r» 20 

tmmx'&mzfft-^-tzm^tm^t^-* (h) ^ 

*WflHWtLTflFKflt« (13) fcurat* (1) 

{Efli«0JT?ro8lft: (1) fc»JftSttfcfFK«« (13) 
ir^-r 6 Bfr-JHb^HbT*- * L# £ J: 5 t- 

[»*«3] ±ffia#H*^-«^«(*:H*## (1 JO 
MUc^^»^t5 MMt3BB 1 X 2 3fiE 

t-l5«Ufc±fSffFK«« (13) S:«ffl«(^eai/aiW 

U ffiffl«J-crtbSrt^lw_hia«E«: (1) ^6Bff*ft« 40 

^Hby 5 -* (14) £ 5 i^J* Lfc£ t 

•its i b * 4 «se*o«^Hb^- * « 

[»**6] ilBrtHWbW^b?'-* (14) tux. 

l^bf 5 SKftom^Hbx- * ft 
IW*3K7] ±IB«# (1) tLT, ifc««^-<;***> 



«FBB¥5- 2 5 7 8 1 6 

2 

[0 0 0 1] 

[0002] y7K?xrii-W:3if-«Stfe 

. [0 0 0 3] 5ff^<D«-7-tH«g**SffiA/tcUijigStt 
[0 0 0 4] 

7h5'x7^ftSt5ft8*ttLTs ^14l^fJ; 
5 ^— tfH*©^--' S'H*** 9 1 SrJB^TfHSW 

■^■♦•♦Q 1 fc L-C«*fflK«»* <tt*«U:f+*S 

B»«7 2i:U, ^-fittf 9 1^f,3.-f(Di 
*T«Sr£j«U ^^itV7 ht^8 2«rBt^b 
LT£KffttBW*7 2*£/*U y7h?x7»*!ilt# 
7 1 K»*frr*o 3--1ftt, h »>3iT»jttJK*7 1 

iw*&jfrtStb3tBf#{by^ h^x77 3 tmBf»«7 2C75 
JKJBfcSttSrfcKiJ:!?* #*fby 7 h V ~T 7 3 
Xwy7h?x7l:a#U £*tS:Jlfrr*o OTil 

[0005] sun i£&&m<Dmwm$:7f;-t 0 mi 

4{^4oV>T. y7h?x7fttti»7lH BHHbLfc 
Pf^by^ h^^T7 3^oct^y^ h«-*§-«i8 2 4rBff-5- 
<k UfcWKflMS 7 2Sr»itt-raJKfls:s W^I^Mt^ 

[0 0 0 6] ¥ttStiNR7 2tt, t&Hty? h?*7 7 3 

*«f ut?S:oy7 h^x7i^t-5*atfcoT, y. 

7 hm^fi8 2Sr«P*{bUfcfcO-C*>-5 0 Btffty7 h 
[0 0 0 7] »«fiflMB^JIE3B«ICf4, egij«^ 8 1 . 

yy hm^s 2*3<tt/ffip#^biHj8S8 3*ifj&sfc6, IB 

[0008] yy bm^-ms 211, m-B-ityy bt?~T 
6 0 m*jritm&8 3d, yy h^«i8 2t, 
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(3) 

3 

f&8 ifcJ:oTafiliUfc3--1?H*o«U»cJ:ori* 

[0 0 0 9] ^-^t'J^^»ifft^[C(^ 
fl»*9 1, fiM«9 2, «»III859 3, y^7 

H#»*9 1tt, *-fWI«*U^B#©»*^fco 

[0010] 9 2 fS, jl— 1?H*«» 

9 3 tt, !Alfcy7|>r)x7Ml*7H^ 10 

[ooii] hffi^*«i9 4tt, B«t^7 h e^r 

"CfcS, «-&[§]& 9 5 «\ htt-§«9 4 SrfcJrfcl. 

[0 0 12] Rfc, BffS:RBt8. 20 
(1) IWttttoffnHHMH:* 9-*SHJ«o«ro3-- 
1fH##-^9 1 «M«£i*8 1 if it 

72t U77 h*~r*i*^bufci*#fl:y:7 
tf. 

[0013] (2) a.— ?f«:, (1) -C»fB»«7 2 

x7feW7 1«AU y7h[)x7fe»ffi*7 1 30 

M©«fOlt(Oa-fim (MtffgfSf) 9 
lSrfc^M, .3L-ifH*0«JBU«S:^i"*o 
9 3dS^©.**bfc*--1fH*^«»J«*r 1 t> BtA 
Lfcyy h^*r»i(fljK*7 1 *»&K&atLfcftt&fflH 

7 2^fU y7 ht-|i94^Mt^ 
f@B9 5^C(D±J5KU^y^ h«-^-ii9 4 SrfcfcU:, 
y^ h*^T»*ftj£ft:7 l^feR*BiUfc»tfty7 h 

*~T7 3&«-§-u ^Acoy^ h^^r^^i--5 0 

[0014] 

mwtmiki'Xo k-rzwtm) ±&\.tcmi a tomtit 

[0 0 15] tt**©B#**£ffi^fc»*fc:tt\ fFW 
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[0016] i)i»^riB*^-K!>*r©H*»* 
^Jiio-r* fe^tc^jB^Hjgi^^^ i: ^ 5 mm&± cx 

[0017] ittfeoWHSr^-rSfc*^ 

[0 0 18] 

[■W**MW6fcfc©*«] Bill 

#1 2*3J:tffFB»«l 3*»jWi-St>^-c*>6o 
[0 0 1 9] tt3Mfe£jft2 1, 3 1te, KttB**-9-l 

2^e>at*fisu«sr±^:-rstoT-*>So **ft2 3 

f±, K*flSU»^J:oT«^k7 f -^«»«i2 2£R£-*§- 

fb-rst^-cfcSo 

[0020] «» 3 2 «u stfrfisu«t- j: o xftmmm 
-o*>5 0 at 3 4it m-T-^x— ^*»ii3 3iaoT 

[0 0 2 1 ] 

Eco^@##-^i 2 ^fcitf^ffcU/ti**^*^^ 

1 4Sr»§^-c*3#, «=»«-eflsu«i**2 1 a* 

«#<0— *roKffrB*»-» 1 2«rtfcJcKft:B*«i*:* 
tit U 2 3 # £ ojKfrHW«^ J: oT»ft7- 

1 \mwm&i 3 1 utt#a^ *efflBtHiai«±* 

3 1 1 ^e>«*3&A/^«ft:B*#-9- 12t)t« 

*H*«*:4a*U M3 2^r«#iWaoT 
R*&^«tffS«« 1 3 ^^-^-L-T^^m^^-^m 

ti3 3ittfu m-^3 4^-com^T ? -^m^ 
3 3 {c j: o T^^m^m^t^--* 1 4 ^m-^ 

[0 0 2 2] tfc, lO(0jBE#HC»|A-r«llf»{k«^ 
1 4 6HS4^1i L <bT-^«^2 2^r^ 

n^PtUfrWt 1 3 <t ttlft 1 b> 

^ffl^JT-^coiKftri ^»«i*tuteflFK«*l 3^»J61" 
SBf^bW^b^-^ 1 4co^^m-^u. ¥^:^@-?-{b 
f-^W6 J: 5 latino 
[0 0 2 3] £7t, jHE*B#<0— «<D«flcB*## l 2 
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5 

[0 0 2 4] Sfc, ffFHHB^feiajBlfc^UTfFKflMRl 

[0 0 2 5] *fc, m^tm^HtT*-* 14 fc IT, ft 

Mfc« *r**flsi-6J:5»cUTv^ 

•5. ifcoT, P&^bl^ftT-^ 1 4 4rMf^»l 

*u a*o««S<0*;tfc*»fb«^b^-^ 1 4<D^<7}& 

Tvv5a^b^-*<0««£^i6i U WJw«*«-*« 
dSIMKfr l z&m UTfiffit 5 r t **-e# 5o 
[0 0 2 6] 

«w«**3,tt5«if^s:BJa^ttW'ra. w^-c\ hit 

[0 0 2 7] H 2 tt, *3MHg> 1 *16««rtB 

*!K*B^r#^-l 2. «fflH:V7 h?*r^tt»S:* 
[0 0 2 8] i#itff 12H y7h!>x7Mi 

*Ki»*a*, OS^flt5J:5iatt)J:^U * 
fc, OS ^^^?t«t^l64*W»S^ 

[0029] m&flra 1 3 « % ttRni^iflii: y 7 h 

V7 h ^xT 1 5 mt6^T-^T^5 (06, 
[0 0 3 0] m-^fcy? h?xT15H y^h^^T 

fi24, Iff#fb2 3fc^«rK#*. 
[0 0 3 1 ] figij«±fifc2 1 fit. y7h!>xrMIft: 
1 i*>btt*fflLfc«#Htf#-*l 2*fcfcfc«tt«M 

*ft2 3tt, flBUtt£/*2 ll:J:ott«Siifctt#fi 



(4) 5 7 8 1 6 

*n fcswsww 1 3 £ L-ciMfrr 5 Q 

[0 0 3 2] tt«fl©ttjfll:il flBUtt£A3 i> m 

#3 2, y^ hm^ii3 5, Sf3 4ft^Rlt5 8 fi 

SU«^3i«. y7>^*r*MAa*i ld*6K*Hi 
U3feiK*H##-S-l 2«rtifc«*fl8U«fetoKi-6t 

asa«i£A2 1 fcrais, ttfrflBUi^&s-rs. 

[0 0 3 3] «*3 2tt, flBU«£^3 HCjloT^fifc 
feR*aufc*f»»*l 3S:«#U y7hSt»3 5 
[0 0 3 4] ^3411 y7hSfH3 5iCj:ot, 

y^ *»fei»uufc«HWfcy:7 h 

[0 0 3 5] aTH2 0«j«*5J:tJR»f^4:l«*BW^tt 

fbufcHHWby:? h*~ri 5d3j:t»»-wbufcfHB« 

^13^ y7h^7MWll»W5^7 

[0 0 3 6] B3t£*3l^-C* SI 11, y7h!>x7M 
r*Ui, ^-^^y7h^x7»ttIft:(:M 

«y7h^x7 (frmtmyvrrJ*) fef^fifc-rs. 

S2fi N y^ h t? ^7&'%m<oi / Ef8,$:?T 5 G 
[0037] S3 ii, y7 h^^r^xt«:<5»t x qf-jhb 
fir- ^/Hc*|A-rS. CtUi, SltMUcy7 
30 h e^^r^y^ h ^x££, s 2T-ffr&Lfcfl^|-»i: 

Sr. M^i5oy7 h?x7Pttiflf- ^/U4(r 
[0 0 3 8] S4fi, ^Ucy7h^x7llMUc 

y7 bt?~rm'%-m<DWLVtti\.%:ft5o r*u:t, y^ h 
* * r iM«i*K:*Mfr*-* y7h^7^ icMt 6 y 

7h^x7lStil^ HI5CDy^ h^^T^^^S^ 

[0 0 3 9] S5li< S 4T'1!3 ttSLfcy7 h *~Tflf 
-S§-@T% ^X<OW7 h e^TSrHiNHbU e^y7h 
40 ?x7?:Mt5o r*U*, «^.tfB4l^tJ: 5 

MLfcy7 H^^Tifeiry^ hi>^r^:#:co5^y^ 

h*~r**a>«e$i*. ifc^bftfcJioTitf^b*?? 
*#*fMtr6. des/^^ 
LXPt^bi-eo 

[0040] S6ii p«-*«^«nift«cw!:tt*<by7 
50 »fty7h>*r«9iuu nt*<bS:«is-r5 Q 
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[0041] s 7W\ m-^ityy b i?3irsrtt^a*.x 
*>ofc**wau-rs 0 YEsos^cii, *rri-s. no 

[0 0 4 2] UUilCJloT, y^ h?x7^MLt 

rttSrP&^bufcBt#{by^ h^^r^u wtt^y^ 

[0 0 4 3] 04CO (a) 14, h >? <DV%-%-<D& 

tft^ftiu*i\ y7h!>x7**it flF-fHboat 

£5t-> DESCData Encryption Standerd) ££3t^<5o 

7o 

[0044] m4(D (b) m-^it(om^^To at 

^bf^> DE SlCj:tLfi£, ID^^i: 5l-64b i t Of 
6 4b i t h^JSr^r^o «#f±. 

[0 0 4 5] B5li, *^OHttfty7h?x7<Oft 

"ENC" &tt#Lfcy:7 h^r**, ^Mtl6 4 
[0 0 4 6] ^T»f^£tfc^-f 5 Q 

[0 0 4 7] (2) KHWbiaK4 ids*Stufcy7 h 

So 

(3) *wtLfci»fty7 h *~r&y:7 h^^r 
-rs, cixSrJtS^ttfe^-cospsry^ h !)x7i:ot> 

i^^tcm^tyy vv^T^vmisXyy vt^r 



(5) ^W5~ 2 5 7 8 1 6 

t^5o y7 h!>*rpt*ii»3a7 t -7 r /u4fc» 

*ftLfc«HWIf±, m^t<DT/u=ri) XAlc:»ft|»»«: 

[0 0 4 8] ^_Licj;o-r;, ¥^cy^ h ^^ricov> 
t, y^ h ^^T3t-^-iii ; s-r-^/u4^b^^*r5y 

otB&ffcy7h^x7^Mu V7 h*~rtMMfc 

#1 1 icIMfrrSo 
[0 0 4 9] 0 611 *38MOffFKfW«O^J*7D-^ 

<Z>l*»ftLfcmS»«l 3££j$U 77 hS^Tlfttt 
Kflci 1 fc»ttt57D-ft- KT-fc6o 
[0 0 5 0] H6t2i*3^r, Slllt rFf£LJ;5£:-r 
6y7h^x7«^AW^ SI 2*4, S^SIfaSir 

-^/u5j:!9s y^ hm^m&j&vm-r* wtuii, B7 

OV7 h [>^T«-^^^-r-y^5 7i)^fl : ^^^x.J: 
5^t6y7h!)x7^ 9 ffli- o 

[0051] si3it iiftn«r»-»<z>8i 9 a u£fr 

y 7 h x 7fe«fr 1 1 /i^fetli U fc¥t^^ 

[0052] s i 5 (4, m#m%m\z£ix* y? 

»«*rl*#fbU W^«*RS:ijSi--5. C*U4. *«|^ 
IEttUfcJ;5^ ¥-X<oy? MHMIi:o^t, S14 
30 -C&ric LfcjK#fl2Ufll£ J: 9 WHMb U nW»«fc*« 

[0 0 5 3] S16I1 SlST^Ltetftlfctt 

8»«*y7 h^*r**mt*i nzfem-tZo sl±\z 
.tor. m^tyy h-)x7i 5^uty7 h £^ 

r»^S#:i ld^i*lt#fl 2«rK*UJL-ClBE# 
flSUtttr^AU y7h«^il:ot^i(7)lMiji 
■CPS S-ft nt-JHfc LfcfFKW« i 3 fc^riJ lt7h>) 
^r^ffifri i »c*fr*fi*T6o :tii:J: 9 , «^fl:y7 
h^x71 5*3j:T/Bt^t;U^:ITSSW*l 3^y^ 

[0054] H7tt, *&m<ovmtn&<o&m9iBi& 

5 14. Bttfty7h!>x7 1 5^LT¥^y7h 

i?^T^«#-r5is^5i*y7 h«#«*H y^K!> 

x7t^flr-7 f ;i'5im B5fR!fllty7h 

5 0 fe^lkZtlX^ZZk&m-r "ENC" 

^rf+^LTty^ h^azT^i:. tjim©y7 VV^T 

so \z$n& it 6 4 try hoy 7 htt^Sr^r^ttlfrr 
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[0 0 5 5] (1) «fK»«&ffifflffi8KK*-*"*» 
(0 6 OS 1 4#ES) 0 

[00 5 6] (2) I^LJ:5^t5y7 

5 9 ttj u-cuHHtEiis 231 t^A^i u jK^esu 

*-C##flSU E^fffffifflfWl 3^rMt6 0 COffSg 70 

[0 0 5 7] «±JdJ:oTx WtSftlH. V7h^7t& 

[0 0 5 8] 08(1. *»y7h!)x7t^7o 
— h^r^-To rttfl. ffiffiI^IAlty7 

EtB^n— 7^ ^LTMrt5^^7P-ft- h 

[0 0 5 9] 0 8ld*3^T, S 2 1 fl. y 7 h?^T<D 

mftfit^Z&rt&Zo s 2 2d. h fr*r*MWIE* 

[0 0 6 0] S2 3I1. jK#eS'J«^^*fT5. wtt 30 

fl, *«IKi«B«LfcJ: S2 2x-y7h^7M 
§j?6r/^=fy xaicj: 9. 1 2d*e>#-wt: 

[0061] S 2 4 (1, S23 -CfejBilc U^jK#flS'J« 

-c% y7 i*»feR*aufeffiw»« 

l-3*r«*U V7 h«*BS:±fiit$o 

[0 0 6 2] S2 5I1 y7h!)x7ftW#ll*^ 
m-^fcy? btt^T 1 50K^&3mHt5o S2 6fl, 

y"7nm s2 5-eBt^fc'*ffty7K!?x 

7 15^U Wy7hl)x7M« fl rtt 
fl, *«r«B«tUfcJ: 5t-, Bf^oB&^ky^ h 

7 15llO^T, S2 4t&Jclfcy7hatB3 5-C 

a-^-u ^y7h[>x7S:Mt§o 

[0 0 6 3] S2 7fi, yy V Z^TMIrTZo EJLLfci . 



$fm¥*5- 2 5 7 8 1 6 

70 

y:7 h«#«3 5*r£fftu ccoy^ ha^-@3 sicj: 
ot, y7 b*}=.T&mmfti i^6aomLfc*»<k 

y7h^71 5mtt¥^y7 h^*r*&j5K 
[0 0 6 4] 0 9(1, *%W<D7'niy ; 7M><Dm&<DmW 

<&<z>K9iia-es>s. 090 (a) ^fr«j*iasr^ 

[0065] 19^ (a) (dio^T. 4 *9 6 

2<^)y7 h£^TtettjK#l 1 ui»j£-rst>o-e*tK 

^*B^#^1 2. mSlffttl 3, *3j:t>*BS^b^n^ 

«5o ^^lSr^^^6^ffe CD- 
ROM, FD, HD, ^C^— :A hr- ^>fcif 

[0 0 6 6] :/n ^7An-^6 1 (2. 7? u sf^^^ 

^7ASr±!El6 3l^p-^y^U UtTPJffifettffi 
iM3 1) . («*3 2, 3 4) *if*r«Afc« 

[0 0 6 7] ±|5tft6 3*1. :/u^An-^6 lfrft 

j»&mm-rz>fctb<DR am (K*.»#pjfBft^*y) 

[0 0 6 8] 0 9O (b) O^a—^^— 

■rtWfcflevV m9(D (a) <D»«^«lf^SrttMi-5. 
19^ (b) l^l^T, S3 1H, ^o^-Mtfi'SlfT 

[0 0 6 9] S3 2*1, ^^7^0-/61^/ 

p^?***ottTBi0ttiu m-%-rz>o S3 3d, ± 

^CO^n^^A^, iE»6 3J:l:gBU 
[0 0 7 0] S3 4(1, ^tijfy J^mftTZo S 3 3 "C 
5. ID90 (c) II, i-fH-gj»Wy7h^x7 

[oo7i] (1) ^--rnwmfryy h<?~Tfem 

[E]Sg3 1 l^A^L, Bt#-fbUfc«#«S'J«*:*J*'rS 
(08 OS 2 3 #K) o 

[0 0 7 2] (2) m^3§3 2 1 y^ H 
ftttttttl i*»baDWLfcH»oJ:5*fflS»«l 3 
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(7) 

i* 

11 

Ido^x, (1) ■Cfe*bfc«E#«S«»!:J:9«*U 
B*<0i:54V7H>x7af»3 5 1 (V^hm-^ii 

[0 0 7 3] (3) It(E]Sg3 4 1^ V7h?^7 
»iW»K*:i 1^6*9tHUfc#*(ky7 h«)x715l: 
ol^X. (2) Tt«tfey7 h»*r«-IMi3 5 IK 

6 3CBRU ^fTi-6 0 

[0 0 7 4] r r-C\ fHBtiMRl 3#ttttS*tT^*l^ 70 

^ h *~r«-f!-® 3 5 i *«#x-#i\ <e*t iti&f 
ftV7 h^^TSrspsc^y^ n>*7i:a#-e#f, * 

ia»3 i l^r/^yxAfcsv^ffi*^ feftbfcy 
7hi?x7at«, **u^¥S:y7 M>*r«tss*ft 

[0075] iion ^isw^— *<Dm&<Dt?twm 
%7jk-t 0 -tin, m^-fc'r-* t a 

[0076] E110CO (a) fi, ^ftWjBiKBISr^-r. IS 
1 0 CD (a) difc^X, ftflSftX'f 6f*. Rfr*fl^ 

2. ?Flgfif$Rl 3 N SSjitfBP*^-^ 1 7Sr*8-jWi-S 

^6c/)teiC Tfc-r^*^, CD-ROM, FD, HD, 

a^-y\ h^-^*^sa«8ifr-ca>oTt 

[0 0 7 7] R/W^ev^oL— /U6 U — K^-frSWT 

fc«£fi!t (flSUtt±/& 3 1) % («# 3 2, 3 4) 

[0 0 7 8] *lB*6 3f4, R/W^a-/U6 4iS* 40 

6o #Ct-> [H10CO (b) (D~7 & — — M^tlfi^ 

ID1 Oct) ( a ) ^«*©«bf^iS:ttMi-6. 
[0079] 01 OtO (b) fcl*3V*T* S4 1I1 
V lr—i/B y^fft^o S 4 2«^— *R*&*A**r 

[0 0 8 0] S4 4«c, ^fBtg±lw*&^-T5o S4 5 
tt, ^~^<7^^ S£*fr5o Hiiaot, S 4 2 50 



<RrBJjp5- 2 5 7 8 1 6 

*6 3lC*MfrrS. *bX, *E1»6 3*»6*DWU-C 
[0081] B10© (c) f*>. a— IWSM&XOt*- 

c i )' ^-vft&m&T-*fewim# 1 1 1 frhm* 
1 2 y> tu L.Tfisij«^mK 311 cia* 

U »*flsL-C««MBU««rto«i-a (0 8<7)S2 3# 

nu o 

[0 0 8 2] (2) tK*ElS3 2 1*5, 
*ll ia*bttDfflLfcH^<&£5*mB»«l 3 ico 

^r, (1) "eftfijsufcflEflcasijfi^jioiK-B-u 0^ 

©«t 5*7 f -^«-g-«3 5 2 (y^ h«»«3 5«!1»*S 

[0 0 8 3] (3) «»E]K3 4 ^*MA« 
#11 l^^Bt^mL^cBt-^^-^ 1 7 l:o^T, 
(2) "C&J«Ufc^-^a-!i«'3 5 2IC.J; «9«-^U ¥ 

:£<D-r-* (^x-^, u&t*-*. w*^— 

if) ^ ^^^-^^^1518 6 3(r*&«ft 

[0 0 8 4] B 1 1 fi x ROM/RAMi6i«f 

##ffi««dS*>Sc Hot, m^^lC|H^c7)J;5^ 

mftmm&^i 2, traHtwi 3. Bt«y7 h^^-r 

ffi#:@W#^-l 2^##^tpfc^, SR^lKar 
[0 0 8 5] H l 2 fi, *!8McoffK«*S:te^»ttj« 

te, CD-ROMftif^SatfWWfeWfc*^^*^ 
ttE#H*##*5 <t tf « *flS V7 h !>x7 (flP^k^- 
^) Sr^«)§#aAyX$5#, S»CD-ROM*^5 

««HMIK* (flttfFLOPPYftW Jz:«#atf»& 

[0086] 19 1 3 ^V\<DW$k<D y *? h *■ 1 tt© 

7h (fe^tMiy*-^) Sr'lttO^S^JKft: 
^-r^^, CD-ROM* if) (c»ttU. egiJSEJBrS 
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ft Lfcff Ilrfif ?R 1 x 2- • • Nl:^lTy7 h !)xT 

«p N y^ hv^T<Dm%mm&ftoz.ti)^mht£z> 0 

[0 0 8 7] 

[3893 o&*] «±KWLfcJ:51^ *»MJ-J:tttf. 20 

[02] *»W^lUlt«HllflKB-e**p 

[03] *J8B«)y7 K">*7»»l9^7P-f t- h 

[0 4] *^(^y7 h!>^r<DBt^-ft<D^-C*>So 

[0 5] *»w<jQi*-§-^y^ h !>3ir^»jW<w-c4>6o 

So 

[0 7] *3SW^fFKflMS^fe*ttW0-e*>*. 40 
[0 8 ] *?8M^y7 h ^^r^-^co^n-^-r— h-e 



WB1?F 5-257816 
[0 9] *^W7 P n^7>A^I^M0t$)5 o 

[010] *mw<v^-*v>Wf'&<r>mwmx*foz>, 

[011] ROM/RAMfiSI«f>f ^^l^lffi 

[012] *mwmmm&&m<D&mMmmttoi-z> 

[01 3] *««©«*y-7 HSrlft^jBE#^«Klrt-rs 
[014]. {e*tt«©RHH-C*>5. 

[«F-8-(B«w] 

I :K& 

II :V7 h*~T*Mftj&# 
111: 



1 2 




1 3 




1 4 




1 5 




1 6 




1 7 




2 1 





2 11: fl£iJK£/ft(Htt 
2 2 : nWr-fQL-fm 
2 3 : BS^ft 

2 3 1: Ht^bHIK 
24 :V7 h«*«i 

3 1 : flSUtt£/ft 

3 11: BSUtt^jAlBlK 

32:«f 

3 2 1: «-f§-[U{S& 

3 3 : m^tir-fm^m 

34:gf 
3 4 1: 

35 :V7 hm-^m 

3 5 1 : y^ h ^xTfm 

3 5 2: -7*— 

4 1 : Bf-JHbHIK 
6 : 3fc«*eC5r^ 

6 1 : ^P^^i^n— 

6 3 : £SE« 

6 4 : R/W^v^a-zV 
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(9) 



M?5- 2 5 7 8 1 6 



21 v 



22 

_L 



IE 



- emit 



23 



,12 



.13 



14 



/31 



^■33 



■ I mmtn^Hti-f] — . j r— — 
— ■ ' U— 



□ 



21v 



[1212] 

J_L: V7h^x74SJrt««*: 
-V, 



V7 h 

are® 








s 



12 



13 



15 



31 



32 







V7 h 











,34 



[05] 







ABCDEFG. ENC 


5BEA45CD4EA2A986 


RIJKLIW.EKC 


89AE567CB4ED982A 







41 



.12 
.15 
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(10) 



FW5- 2 5 7 8 1 6 



S 1 
S2 
S3 

S 4 



c 



[03] 

*.&m<D V y h *> * 7**SlrtB$<D 7 o — ^ v - > 



START 



»<JDffilO{±Jb 



S5 



S6 



S7 



I 



4MA 



sa 



C 




*S T 



N 



END 
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* f£ 33 V 7 r-7x7<DBg*fft<0 



(a) 



V7 h7x7*fi: 



Bf^-fbtCti. MitfD E S (Data Encryption Standard) £fflt^.£>. 



G4bit 



(b) 



010110011001 



10 



eg^fb 

~~r~ 



-*&*HbSi 



1101100001110- 



00 



64bit 
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(11) 



5-257816 



Sll 

S12 

S13 
S14 
SI5 

S16 



[06] 



c 



STRATJ 



A 



31 



c 



END 



(WTO 



IE 



V7 K«^a 



<W«Ht) 



[07] 







ABCDEFG. ENC 


5BEA4 5CD4EA2AS86 


HIJKUtJ. ENC 


89AE567CB4ED982A 







^12 

-211 
231 







ABCDEFG. EWC 


34BFaED9ACED7693 
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(12) 



5-257816 



S21 
S22 
S23 
S24 

S25 

S25 

S27 



c 



[H8] 



ST RAT 
1 



* ZZ 



X 



BttflKJtt-rftittflHtfeflre 



X 



A- 



X 



V7 haPHTHMfcy? h 



X 



3 



E N D ^) 



(TO) 



X 



am*) 



*m^mtm^iD es («aw*o) 



(Bf^SO 



(TO 



I 



(B&TO) 



(TO) 



[011] 



ROM/RAM S«ElJ3tffiS.T , -f 
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(13) 



5-257816 



[EI9] 



(a) £&Mfm 



LOAD 












msEM, aw- 




RAM 

























16 



(b) Wtftyn-j-*- h 

C START *) 
-—-j- - 



S31 

S32 

S33 
S34 



X 



X 



( E N LJ 



11 : V 7 h <? * TftHWtt* trSttHi 



12— KftfltHHi- 







ABCDEFG. ENC 


34BF8EWACED7693 



15 



ABCDEFG. ENC 



X 



_^ 311 
.321 



5BEA45CD4EA2A986 



351 



-3A1 
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(14) 4#gflsp5-2 5 7 8 1 6 



[010] 

(a) £i*mis.m 

.64 : R/W^ei?i-;U 




63 : iiett 









RAM 





fv. B*fe 



S41 
S42 
S43 

S44 



(b) 

( START } 
-j _ 



T 



S45 | y-»<pjgjn. If£ 



(end) 



12 — »#fi*f#^ 



13: 







ABCDEPG. ENC 


34BF8E09ACED7693 


, , 



ABCDEFG. ENC 



I 



— r~ 



^,311 
321 



5BEA45C04EA2A986 



.351 



PI* 



l 341 
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(15) 



5-25781 



[Hi 2] 



BIS 



V7 h- 









ttmm 



[mi 3] 



V7 h 



y7 h 



V7 K 



rFiSflHfi 3 



0fW7h 1 



«H£fcV7h 2 



«^W7h N 
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(16) 



5-257816 



81 



82 



V7h 










BIB 



0 



83 



[Hi 4J 



71 : y7^9x7ffiMK» 



-72 



73 



7Z 



9i 



-92 



9.4 



93 



J 



95 (B&JH 



v 
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[*tf0] (1999) 7^20 



[^BB#*] ffl¥5-2 5 7 8 1 6 
[^iP] ¥fiK5* (1 9 9 3) 1 0^80 
[^MK] ^H»«F^«5 — 2 5 7 9 
[tt«#*] 4*H¥-4 — 5 8 0 4 8 

[BBR^a»*6jK] 

G06F 12/14 320 

[F I] 
G06F 12/14 320 B 
320 F 



[SlttJB] ¥/£l 0^5^ 1 2 0 
[^FSJBSjE 1 ] 

[«jE»^ss*1 was 

I^RWjE 2 ] 
[»jE*Hfc«R*] 9MB* 
MjEMfc9(g«] 4WFJft#*>lfiH 

^#-S-ft fc £ K A* £ ftfcWFfBflmftm* IsXTtcom* 

£ , SKIEt(t«#H*o— *^«*H*#* t fttMfrT 
fFWBKKrtfetU frfBJKfrH^Tft^fttfcl-afrH* 



»«#ftfcfcfc:«ffrB*«ft£#U AAStufcWKW 
$&ft C ©«#H*«fc J:ot«# LtTuOl^ftT- * 

*au «ffl«^WKia*«#*^wiafW»«fttt^a 
tf r ^ ft w» £ -r * i ^£ 2 jsteigw® 

[»*«4] ffKffll-CffifBffKWWftSaiSIBltaflcttt 

b mraw k w«ft «*a ^ r fc ft mR fc -r 5 it 
^if^fescLfc. meffipnH*«ftttffi«^eai/sft 

U ffifflfi«T«r.tbfttt^lEE«8l^bPt^bll 
[1**96] IJIBloolBl*«*lc*|ftr5**OI»* 

if fgfflj-ete/B ftir^-r s rtP-JHMtHb^- * ^m^b-r 

-^tK^^^ft-tix^nitf^bUTWfBWWftffJ* 
U 

t*- * (D^ftm-^ U#£ J: 5 WUric L/c r <h ftttflk t -t 

zm&mm 1 9a* e> # 5 ^co^r^^-iBSc^m^b^ 



i 



Bf-SHb-T 5 tOBS^b^S: <^ *. - 1 % » 

« t -r a E*«f«*/Bett8#;fl 

[8***8] »IE1«*H*0-»Oli#BI*»*^t) 

tiHH b * *ufcfFISflMK*:**i- * fcfcfcflMBttttH** 

O flS-JMfc^a fc Sr« w t S: 4»{K <h T Z> El* 8£ft:ffi ffl 
If 

[if** 9] tffEtt^fbm^Hb?*-**:. «-SBtftfflE»H 

-r sit **sg 7 **fci*ss 8 TOtfeoiBMUifriJtfflfnB 
[i*9io] mEtt^bttWb^—**:* #Eti£g# 

»*5&tf w £ S:W» £-<r6f***m 7 *£*:tef§ 8*E 

[1***1 1] WEBt-WbSii/fcWKfllWSriaJIfc^U 
T«ffl*«IHfttH:HKS-r6 - t 4:*MRfc-r5« **SS 

[|f*3ll 2] E1*«*B*©— *<0«#B*»#*r* 

*:*»-r5IB«jHE*-e*>5.r. t £^?S£*r*f»**$g 7 
©«■*«. 

[f*** 13] < £ fct(JE&<*B^##ttteJ8#<W 
[ff*Jll 4] ffiWfitftttfflfffK^ffloW-HW^^rt-S 

»± <d Bff #<b £ ^ fc a^bx— * £ m s fc <o sk 2 

[f«**l 5] *EW*#B*0-»©IK*H*»*^ 

-g-fttra-^n^b^-^ttfl-JdSr^jfti-sfcii)*-. 



WbSftfcfH^**rWI«#H#*fc fc i:<5^T** 

ME±i£ $ *bfcm j Hb'r - fc £ <JV >TE1*8& 

ft:JiOiiS^bS^B^kxx^S:*-g-i-Sfc«)0»2 

[1***16] Bt*fbSnfc«HBffFWlMStt, flHWbS 
ftfcfmb^— # £#E««ffB**— S^J«#B*r» 
# i a^Mft £ ixT ^ * EtSfiEfttf* b R*Bt & ttT A*J $ 
;ft,6£fc*««fc 1 4*ifcfctef§l 5*E 
«<DE*«*ttJB#/B^ttW» 

[§***! 7] Pff^bS*tfcttlBffF»flMfttt, *-WbS 

^ t $ ^xx v > S!Et&a£# t ugijfii ©iE«a#a* e> 

[1***18] B»-»|bS*tfc«HB««flMSrt:, 0/^^^ 

[|f**l 9] IB*jBtft:H#W-*^flC*H«"*^S:*r 

Id J: 9 $ ^6-<#**^i*»-(b $ ixfcm-T-fbx - * 
S:»*Ar 6ffi*ai*:Tfc6 w i: S:W« fc 1" 5f***Jg 1 

[1***2 o] 'j?K< t hmftMftm&m^te&m&m 

tmm\^ «t S»# «*.36S^^JlB4**B-elWEE*lK*^ 
^t^^tLTV>5wi:^#«^-r^>f***^l 4*^b 
SSI 9*E*<oE*jaE*«ffl#^^tH»aU 
[1***2 i] />/^< fcti*-wb3*ufc*^fbx-* 
fc", ^EtttKtfHff^-a^afrB^s^tsr^iift-ra 

fc«)OE«JSC*T*«>t). ^4<ttiftlt#fttE« 
#5^^^. $&^3ttK*B**«»E1HK#«KffirFK 

#«w-isa^j3^-c. «rE«p#ib*ttyt«^b7 f --^sr 

«»rSfc«>o««d5a«ll*B*##^HigW»tbtt 
T*»jbS*tfc»«TfcSflW»«*r4*-t-*fc«>fc« 
fflStb6t><D-C*>5ifc*«M»fci"6E»ttE#. 

[t***2 2] />^< fctft^bSttfc^^b^-^ 

3ft«>OE1i«*-C*>9s fct«EffB*##ttEHt 

#o^^ix. Sb^SDElift:B#*»ttEtt«*«6«#« 
«-*«(n*3^T. WEBt-S-ftSttfea-T-fbx-^*** 

-r^fc^i^. strEBt^bStufem^bT*-^ «r**-r s 

fc»Oif*R*sSKffi»@##^J-H»#*t^ixTBt^b 
[1***2 3] IttEW^MbShfcm^b^-**:**^ 
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, t} 



.5 tctbnmmmmmftmft&^mmttrt b^rnns- 
it £ titcffimx-fr zmmmmz $ h cMtsi t 

[tt*3S2 4j *ti?tig i tezm*it7*-f>m.Jkm\z£ 
i^-m^jE 3 ] 



miEM^ma^,] oooi 

[0 00 1] 

? =. vr^m^m®.®* if^^m^mt-r^wf-it 
f-^^^m-r^^-itf-^^m^^^, fEtejK* 
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